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HSC OP: 56.04 Data Security and Privacy  

PURPOSE: This policy applies to TTUHSC data generated by or for, owned by, or otherwise in the 
possession of TTUHSC and that is related to TTUHSC activities. The purpose of this policy is 
to ensure that such data is categorized, properly handled, and protected. Data is protected in 
accordance with its regulatory status and the potential impact to Texas Tech University Health 
Sciences Center (TTUHSC) if the data is compromised through a loss of confidentiality, 
integrity, or availability. 

Security and privacy categorization ensures that data being processed, stored, or transmitted 
is properly protected. The data classification scheme summarized in this policy is intended to 
inform the implementation of the safeguards, precautions, and handling requirements 
necessary to prevent accidental data disclosure. 

The Information Security Officer (ISO) in consultation with the TTUHSC Office of Institutional 
Compliance will recommend, in accordance with Texas Administrative Code, Title 1, Chapter 
202 (1 TAC 202), appropriate standards, guidelines, and training regarding Data Security and 
Privacy to the Information Resources Manager (IRM) for approval. 

REVIEW: This IT Policy will be reviewed annually in August by the IT Executive Management Team and 
the Office of Institutional Compliance. 
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SCOPE 

This policy applies to  

a. TTUHSC data is information generated by or for, owned by, or otherwise in the possession of 
TTUHSC that is related to TTUHSC’s activities. TTUHSC Information may exist in any format (i.e. 
electronic, paper) and include, but is not limited to, all academic, administrative, clinical, and 
research data, 
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generate and store Cryptographic Keys themselves shall be considered Confidential Data. Public 
Asymmetric Keys may be considered public data. 

d. Exportation of cryptographic technologies outside of the United States is restricted by federal 
regulations. 

e. All data classified as Sensitive Data or higher, including PII/PHI that is sent over email, must 
follow the email encryption procedure as described in TTUHSC IT Policy 56.22 Email. 

f. All data classified as Sensitive Data or higher, including PII/PHI, must be digitally stored as 
described in the Data Storage Standard. 

6. Approval of Release of TTUHSC-
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