TEXAS TECH UNIVERSITY HEALTH SCIENCES CENTER

Operating Policy and Procedure

HSC OP: 52.05, Privacy Compliance Plan

PURPOSE: The purpose of this Health Sciences Center Operating Policy and Procedure (HSC OP) is

to Technology and Chief
Information Officer (CIO), and the Office of General Counsel. Any substantive revisions
will then be forwarded to the Privacy and Security Committee (PSC).

POLICY/PROCEDURE:

Introduction

Texas Tech University Health Sciences Center (TTUHSC) is subject to many laws, rules and
regulations as an academic, research and patient care center. Failure to comply with these laws,
rules and regulations can adversely impact TTUHSC's ability to continue these activities.
TTUHSC is committed to conducting its activities in an ethical and honest manner and in
compliance with applicable laws, regulations, Texas Tech University System (TTUS) Regents
rules, and TTUHSC policies.

The goal of the TTUHSC Privacy Compliance Plan is to provide guidelines that promote
understanding and compliance with applicable information privacy laws, rules, and regulations,
including the Health Insurance Portability and Accountability Act (HIPAA), Family Educational
Rights and Privacy Act (FERPA), Gramm-Leach-Bliley Act of 1999 (GLBA), Payment Card
Industry Data Security Standard (PCI DSS) and other applicable information privacy regulations.
This Privacy Compliance Plan is designed to help TTUHSC faculty, staff, and students
understand how to appropriately handle and safeguard Protected Health Information (PHI),
education records and other confidential information as well as the core responsibilities for
complying with HIPAA, FERPA and other privacy and security regulations. Confidential
Information has the same meaning as set forth in HSC OP 52.09

, Confidential Information.
Compliance Policies.

a. Anyone who has access to Confidential Information regarding TTUHSC employees,
Students, patients, affiliates, or any other information made confidential by TTUHSC
policies or law will take reasonable and necessary steps to maintain the confidentiality
and privacy of such information.

b. Itisillegal for a TTUHSC employee to use confidential information for the personal
benefit/gain of himself/herself or another or to harm another person.

c. Security, access to, and use, and/or disclosure of PHI shall be governed by
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Security, access to, and use, and/or disclosure of certain financial information that is
covered by the Gramm-Leach-Bliley Act of 1999, shall be governed by HSC OP 52.09,
Confidential Information, Attachment A — Information Security Plan for Financial
Information.

Any form of credit/bank card processing shall be governed by PCI DSS and HSC OP
56.34, PCI (Credit Card Processing) Data security.

Electronic transformation of Personally Identifiable Information (PIl) and PHI shall be
governed by HIPAA and HSC OP 56.04, Electronic Transmission of Personally
Identifiable Information (PIl) and Protected Health Information (PHI).

Security, access to, and use, and/or disclosure of any other Confidential Information shall
be governed by HSC OP 52.09, Confidential Information.

Il Privacy Compliance Oversight

a.

Authority. The Privacy and Security Committee (PSC) is responsible for implementing,
managing and oversight of this Privacy Compliance Plan. The PSC also serves as the
HIPAA Privacy and Security Committee for TTUHSC. The PSC, and any subcommittees
established by the PSC, shall each be considered a “medical committee” as defined
under Texas Health and Safety Code 5 §161.031(a), and/or other applicable state and
federal laws. All documents generated by the PSC, submitted to the PSC or created for
the purposes of fulfilling PSC’s duties under this Privacy Compliance Plan, are
confidential and privileged and shall be identified as a “Confidential — Medical Committee
Document.” The PSC reports to the Institutional Compliance and Risk Committee (ICRC).

Membership. The Institutional Privacy Officer shall serve or appoint a designee to serve
as the Chair of PSC. The Chair appoints the committee members. The PSC shall consist
of representations from the following areas (Members may serve in more than one
capacity):

e Office of Institutional Compliance (Institutional Compliance Officer & Institutional

Privacy Officer)

e Information Technology (Chief Information Officer & Information Security Officer)

e School of Medicine Information Application Services

e Clinical Transformation
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https://hscweb.ttuhsc.edu/it/admin/policy/documents/HSCOP_56.34_PCIDataSecurity.pdf
https://hscweb.ttuhsc.edu/it/admin/policy/documents/hscop5604.pdf
https://www.ttuhsc.edu/administration/documents/ops/op52/op5209.pdf



https://www.ttuhsc.edu/administration/documents/ops/op52/op5204.pdf
https://www.texastech.edu/offices/cfo/system-regulation-07.07-employee-conduct-coaching-corrective-action-termination.pdf
https://www.texastech.edu/offices/cfo/system-regulation-07.07-employee-conduct-coaching-corrective-action-termination.pdf
https://www.ttuhsc.edu/administration/documents/ops/op60/op6001.pdf
https://www.ttuhsc.edu/administration/documents/ops/op60/op6001.pdf
https://www.ttuhsc.edu/student-affairs/handbook.aspx

